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PROFESSIONAL EXPERTISE

My expertise lies in the development and deployment of efficient methods for computing on encrypted
data, i.e. secure multiparty computation protocols. Central to my contributions has been a holistic
approach to the design, security analysis, and implementation of these protocols. Notable contributions
are as follows.

Efficient methods for performing Private Set Intersection and encrypted database joins. In its simplest
form, this technology allows two parties to identity common elements between sets held by each party
without revealing any additional information. The protocols developed represent state of the art in a
number of settings, e.g. semi-honest, malicious, honest majority, secret shared inputs, unbalanced sets.
As a testament of the research, these protocols are currently deployed both within Visa and externally
such as in the Microsoft Edge password manager.

Another area of focus has been the development of threshold cryptography. This line of research began
with the design of DiSE, the first highly efficient threshold scheme for authenticated encryption, and
continued with ParaDiSE, which offers more fine grained control and security guarantees. More recently,
I have worked on batch threshold encryption, including schemes for encrypted mempools and MEV
mitigation such as Weighted Batched Threshold Encryption and BTX. I have also led implementations
and deployments of threshold cryptography for encryption, key management, and signing, including
a Visa-specific threshold ECDSA implementation; an upcoming NIST threshold ECDSA submission
builds on this line of work.

Other areas of note include the design and implementation of efficient state of art methods for privacy
preserving machine learning, i.e. regression, neural networks, decision trees. I lead the development
of this technology at Visa with the goal to enable responsible data sharing with industry partners.
Another Visa inspired application is privacy preserving biometric authentication where a client, e.g.
card holder, wishes to authenticate to a server, e.g. Visa, using their biometrics without revealing the
biometrics.

Finally, the development and security analysis of highly efficient low level cryptographic primitives,
most notably Oblivious Transfer. In this area I have designed several of the state of art protocols
(i.e. Endemic OT, Silent OT, Expand Convolute) and identified security vulnerabilities in existing
constructions. In addition, I am the author of the industry leading open source library for performing
efficient oblivious transfer.
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